Interactive Advertising Bureau
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212.380.4700

January 28, 2011

Via electronic filing: privacynoi2010@ntia.doc.gov

National Telecommunications and Information
Administration, U.S. Department of Commerce
1401 Constitution Avenue, NW. Room 4725
Washington, DC 20230

Re: TAB’s Comments — Information Privacy and Innovation in the Internet Economy, Docket
No. 101214614-0614—01

Dear Internet Policy Task Force:

The Interactive Advertising Bureau (“IAB”) provides these comments in response to the
Department of Commerce’s (“Department”) request for comment on a green paper concerning
commercial data privacy and innovation in the Internet economy. We commend the Department
for its support for and recognition that voluntary codes of conduct are the preferred approach for
addressing the intersection of privacy and online advertising practices.l We believe this
approach reflects the tremendous value created by online advertising for both consumers and the
economy, and the impact self-regulation and education has collectively had on consumer
privacy.

Founded in 1996 and headquartered in New York City, the IAB (www.iab.net) represents
over 470 leading companies that actively engage in and support the sale of interactive
advertising, including leading search engines and online publishers. Collectively, our members
are responsible for selling over 86% of online advertising in the United States. The IAB
educates policymakers, consumers, marketers, agencies, media companies and the wider
business community about the value of interactive advertising. Working with its member
companies, the IAB evaluates and recommends standards and practices and fields critical
research on interactive advertising. The IAB is committed to promoting best practices in
interactive advertising, and is one of the leading trade associations that released cross-industry
self-regulatory privacy principles for online behavioral advertising.2

IAB believes that the appropriate approach to address consumer online privacy is through
industry self-regulation and education. Existing and emerging robust self-regulatory principles
address privacy concerns while ensuring that the Internet can thrive, thereby benefiting

' Department of Commerce, Commercial Data Privacy and Innovation in the Internet Economy: A Dynamic Policy
Framework, at 42 (Dec. 16, 2010), available at

http://www.ntia.doc.gov/reports/2010/IPTE_Privacy GreenPaper 12162010.pdf (“Green Paper”).

* Press Release: Key Trade Groups Release Comprehensive Privacy Principles for Use and Collection of Behavioral
Data in Online Advertising, July 2, 2009, available at

http://www.iab.net/about the iab/recent press releases/press release archive/press release/pr-070209.
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consumers and the U.S. economy. As the Department considers a framework for privacy, IAB
asks that the Department consider the following:

I. Online advertising generates a significant consumer and economic benefit.

II. Development of voluntary codes of conduct is the preferred approach for addressing
privacy concerns associated with online advertising.

III. Industry has developed the appropriate voluntary code to self-regulate online
behavioral advertising practices.

IV. Industry is rapidly implementing and adopting self-regulatory principles for privacy.

V. FIPPs are a useful framework for analyzing business practices but should not be the
basis for a regulatory model.

VI. Consumer and business education is critical to protecting consumers online.
These points are further discussed below.
I. Online advertising generates a significant consumer and economic benefit

For almost two decades, online advertising has been an economic driver that has fueled
Internet growth and delivered innovative tools and services used by consumers and business to
connect, communicate, and contribute to the continued evolution of the Internet. This
advertising-based model continues to drive Internet growth and deliver consumer benefit.
According to a recent study entitled Economic Value of the Advertising-Supported Internet
Ecosystem conducted for IAB by Harvard Business School Professors John Deighton and John
Quelch, e-commerce and online advertising contribute $300 billion each year to the U.S.
economy and employ 3.1 million Americans.’

The revenue generated by online advertising supports the creation and entry of new
businesses, communication channels (e.g., micro-blogging sites and social networks), and free or
low-cost services and products (e.g., email, photo sharing sites, weather, news, and entertainment
media), as well as an important supplemental revenue source for subscription and other forms of
pay business models online. Online advertising enables consumers to compare prices, learn
about products, and find out about new local opportunities. Additionally, the Internet empowers
small businesses, enabling them to flourish and compete where costs would otherwise hinder
their entry into the market. Consumers value the tremendous benefit that they gain from such
ad-supported services and products and from the diversity of online companies. The Department
should thus avoid unintentionally stifling these consumer benefits and positive contributions to
the economy.

Perhaps most importantly, the record demonstrates that consumers are increasingly
embracing and participating in Internet activities. A quick analysis of the most recent indicators

3 Deighton & Quelch, Economic Value of Advertising Supported Internet Ecosystem, at 4, 12 (June 10, 2009),
available at http://www.iab.net/media/file/Economic-Value-Report.pdf.
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reveal that online retail sales during the 2010 holiday season increased 12 percent from 2009,
according to a report by the research firm comScore, with consumers spending more than $32
billion online. Consumers were more satisfied than ever with their e-commerce experiences,
according to ForeSee Results’ E-Retail Satisfaction Index, giving their online shopping
adventures a score of 79 out of 100, the highest rating since the survey began in 2001. Perhaps
most informative, research demonstrates that consumers are generally not reluctant to participate
online due to advertising and marketing practices. According to a 2009 survey by the National
Retail Association, of those consumers who were reluctant to shop online, just 0.1% cited
concerns over privacy and the same miniscule percentage (0.1%) cited concerns about retailers
tracking online activity.

I1. Development of voluntary codes of conduct is the preferred approach for addressing
privacy concerns with online advertising

Development of voluntary codes of conduct continues to be the appropriate approach for
addressing the interplay of online privacy and online advertising practices. This approach has
successfully demonstrated its ability to address consumer concerns while ensuring that the
marketplace is not stifled or restrained by overreaching and rigid regulation. Unlike formal
regulations, which can become quickly outdated in the face of evolving technologies, voluntary
codes developed through self-regulation provides industry with a nimble way of responding to
new challenges presented by the evolving Internet ecosystem.

The Department has long recognized that self-regulation is the preferred approach for
addressing consumer privacy and data security. The Federal Trade Commission has also
expressed support for this approach in particular for online behavioral advertising practices. In a
February 2009 Staff Report, the Department stated, “Staff supported self-regulation because it
provides the necessary flexibility to address evolving online business models.” We agree. For
this reason, IAB was centrally involved with the development of the Self-Regulatory Principles
for Online Behavioral Advertising (‘“Principles”), which was released in conjunction with the
American Association of Advertising Agencies, Association of National Advertisers, Direct
Marketing Association, and with the support of the Council of Better Business Bureaus
(“Coalition™).” This effort has developed a framework and a platform to address many of the
issues raised by the Department, including matters of transparency and choice.

A. TAB supports enhanced transparency

The Self-Regulatory Program for Online Behavioral Advertising addresses the
Department’s transparency goals by providing a uniform, easy-to-find icon that links to
information that notifies individuals regarding collection, use, dissemination, and maintenance of
data. A prominent feature of this self-regulatory program requires companies to provide
enhanced notice outside of the privacy policy so that consumers could be made aware of the
companies they interact with while using the Internet. At the center of the transparency

* FTC Staff Report, Self-Regulatory Principles for Online Behavioral Advertising, at 11(Feb. 2009), available at
http://www.ftc.gov/0s/2009/02/P085400behavadreport.pdf.

> American Association of Advertising Agencies, Association of National Advertisers, Direct Marketing
Association, Interactive Advertising Bureau, and Council of Better Business Bureaus, Self-Regulatory Principles for
Online Behavioral Advertising (July 2009), available at http://www.iab.net/media/file/ven-principles-07-01-09.pdf.
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principles, is the call for the deployment of the Advertising Option Icon (depicted in Attachment
A). Companies are using this uniform icon when engaged in online behavioral advertising to
indicate their adherence to the Principles and as the link that provides consumers with easily
accessible disclosures about data collection and use practices associated with online behavioral
advertising. This link/icon appears on Web pages where data is collected either in or around
advertisements or on the Web page itself in all instances when and where online behavioral
advertising occurs.

Backed by technical specifications (see Attachment B — CLEAR Ad Notice Standards)
governing the deployment of the icon, industry has established uniform standards for
communicating online data practices creating a consistent user experience. Specifically, when
users click on this icon, they will be provided with notice that describes the particular practices
of the party or parties engaged in online behavioral advertising through that ad or on that
webpage. Through this notice, consumers can learn about the types of data collected online; and
the uses of such data, including whether the data will be transferred to a non-affiliate for online
behavioral advertising purposes. They also will be provided with an easy to use mechanism for
exercising choice with respect to the collection and use of the data for online behavioral
advertising purposes or to the transfer of such data to a non-affiliate for such purpose. This
approach helps ensure more standardized notice and greater transparency for consumers, which
fosters consumers’ trust and confidence in how information is gathered from them online and
how it is used to deliver advertisements based on their interests. It also strikes an appropriate
balance by ensuring meaningful information is conveyed to consumers in easy-to-find locations
while providing companies flexibility in how they provide this information.

B. Industry has built an easy-to-use, standardized, and centralized choice
mechanism for online behavioral advertising

IAB supports empowering consumers with control over targeted advertising. We also
support the concept of a uniform choice mechanism with respect to online behavioral
advertising. However, IAB has concerns with proposals to establish a federally mandated and
operated “Do Not Track” mechanism. IAB believes this form of mechanism is unnecessary and
would unfairly malign legitimate online advertising practices. IAB believes that this form of
uniform choice is best provided by industry through self-regulatory mechanisms.

IAB has been integrally involved in the development of an easy-to-use choice option that
gives consumers the ability to conveniently opt-out of some or all online behavioral ads
delivered by companies participating in the self-regulatory progralm.6 We are pleased to report
that the vast majority of behaviorally delivered ads and companies engaged in these practices are
already participating in this choice mechanism. Close to 60 companies are providing choice
through the Program and more and more companies are coming into compliance daily.

Currently consumers can exercise choice through this tool and soon will be directed to
this choice page by clicking through the Advertising Option Icon and notices provided in or near
ads or on web pages where data is collected or used for online behavioral advertising purposes.
Once arriving at this choice page, consumers can easily learn which participating companies
have currently enabled customized ads for their browser; see all the participating companies on

6 See The Program’s Consumer Choice Page, available at www.aboutads.info/choices.
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this site and learn more about their advertising and privacy practices; check whether they have
already opted out from participating companies; opt out of browser-enabled interest-based
advertising by some or all participating companies; or use the “Choose All Companies” feature
to opt out from all currently participating companies in one easy step. This tool empowers
consumers to better understand online advertising, express their preferences, and make granular
decision about how ads are targeted to their preferences.

I1I. Industry has developed the appropriate voluntary code of conduct to self-regulate
online behavioral advertising practices

As described in Section II, industry has developed a robust and comprehensive program
to self-regulate online behavioral advertising practices. In line with the Department’s vision, the
Principles were born from a multi-stakeholder process involving 11 trade associations and 25
companies through regular meetings held over a year with input from government agencies and
advocate groups. In all, the effort delivered seven principles to foster consumer friendly
standards that are to be applied throughout the ecosystem. The Principles call for consumer
education, the provision of new choice mechanisms, data security, heightened protection for
certain sensitive data, consent for certain material changes to online behavioral advertising data
collection and use policies, and strong enforcement mechanisms.” In addition, the Principles
require enhanced notice outside of the privacy policy so that consumers could be made aware of
the companies they interact with while using the Internet.

IAB supports the Department’s plans for international outreach on commercial data
privacy and believes the Department should promote these Principles for international
acceptance. The Principles and the multi-stakeholder approach employed to develop this self-
regulatory program should be used as an example of an effective mechanism for addressing
privacy concerns. Already, the Coalition is working with its international counterparts to
encourage international adoption of consistent standards and use of the Advertising Option Icon,
and are pleased to report that we are making significant progress in this regard.

IV. Industry is rapidly implementing and adopting self-regulatory principles for privacy

This cross-industry self-regulatory initiative represents an unprecedented, collaborative
effort by the entire marketing-media ecosystem and is rapidly nearing full implementation of the
program. The Coalition started this effort in April 2008 by convening a task force to evaluate
existing self-regulatory efforts. In October 2008, the task force began drafting principles
together with industry associations and companies. In January 2009, the Coalition publicly
announced its efforts, and in April 2009, the Coalition began socializing the principles within
industry.® In July 2009, the Coalition released the Principles.” In the following month, the
Coalition turned to enforcement, operational implementation, and educational planning.

7 The Principles apply heightened protection for children’s data by applying the protective measures set forth in the
Children’s Online Privacy Protection Act. Similarly, this Principle requires consent for the collection of financial
account numbers, Social Security numbers, pharmaceutical prescriptions, or medical records about a specific
individual for online behavioral advertising purposes.

¥ Press Release: Key Advertising Groups to Develop Privacy Guidelines for Online Behavioral Advertising Data Use
and Collection, January 13, 2009, available at

http://www.iab.net/about_the iab/recent press releases/press release archive/press release/pr-011309.
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In early fall 2010, the Coalition selected the Advertising Option Icon. On October 4,
2010, the coalition of trade associations launched AboutAds.info, the website for the self-
regulatory program for online behavioral advertising.'® At this site, companies can acquire the
right to use the Advertising Option Icon, register to participate in the industry choice page, and
obtain information concerning implementation of the Principles. This site also serves as hub for
consumer and business education materials. In November 2010, the industry choice page was
made available to the public. In recent weeks, the Coalition has selected and recognized three
companies —DoubleVerify, Evidon (formerly the Better Advertising Project), and TRUSTe — as
providers of services and technologies used to provide enhanced transparency in to, and control
over online behavioral advertising. They will assist companies in delivering the Advertising
Option Icon, notice, and a link to a consumer choice mechanism, and with compliance with the
Principles.

The Coalition continues to work to implement the Principles. One key implementation
area involves developing accountability programs. IAB understands that strong independent
enforcement is key to any self-regulatory program. This is why IAB has allocated considerable
funding to the Council of Better Business Bureaus (“CBBB”) to develop a robust compliance
and monitoring system for the entire industry. The CBBB is a leader in building enforcement
programs around difficult advertising policy issues and has successfully partnered with the
Department in the past on issues such as food and beverage advertising and online marketing to
children. The CBBB will utilize a monitoring technology platform to foster accountability
among participating companies with respect to the Transparency and Control requirements of the
Principles, as well as managing consumer complaint resolution. The CBBB has set a compliance
deadline of March 31, 2011. Our partner association in the effort, the Direct Marketing
Association, will also use its longstanding enforcement effort, providing further efforts to ensure
broad industry compliance.

Industry has faithfully and diligently worked to build a credible self-regulatory and
enforcement framework for online behavioral advertising. This effort has already delivered an
unprecedented comprehensive self-regulatory framework for online behavioral advertising,
continues to provide effective educational resources, and has shown tremendous promise and
likelihood to achieve its objective — delivering consumer friendly standards for online behavioral
advertising across the Internet.

V. FIPPs are a useful framework for analyzing business practices but should not be the
basis for a regulatory model

Fair Information Practice Principles (“FIPPs”) provide a suitable framework for
analyzing business practices to help evaluate potential impact from products, services, or data
practices on consumers. However, as the Department has indicated in its green paper, the
wholesale application of FIPPs for every business and activity is not pralcticall.11 FIPPs are meant

? Press Release: Key Trade Groups Release Comprehensive Privacy Principles for Use and Collection of Behavioral
Data in Online Advertising, July 2, 2009, available at
http://www.iab.net/about_the_iab/recent_press_releases/press_release_archive/press_release/pr-070209

' Press Release: Major Marketing / Media Trade Groups Launch Program to Give Consumers Enhanced Control
Over Collection and Use of Web Viewing Data for Online Behavioral Advertising, October 4, 2010, available at
http://www.iab.net/about_the iab/recent press releases/press release archive/press release/pr-100410.

' Green Paper at 41.
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to be general and to serve as guiding principles to be applied relative to the context and data at
issue. The level of safeguard appropriate in any given context is influenced by many factors
including consumer preferences, technology, platform, and potential risk associated with a data
type. For example, in the context of online behavioral advertising, certain FIPPs lend well to a
self-regulatory framework while others do not. For instance, transparency with respect to data
practices is a prominent feature of the Self-Regulatory Principles as well as providing consumers
the ability to choose whether to participate in online behavioral advertising. These FIPPs based
features are sensible to include into the self-regulatory framework. Conversely, data quality and
integrity requirements are unnecessary in online advertising. The costs associated with building
the infrastructure to permit access and correction rights for advertising and marketing data would
significantly outweigh the supposed benefits from these rights. Inaccurate advertising and
marketing data would at worse result in a less relevant advertising.

Imposing baseline privacy requirements based on FIPPs would not provide the necessary
flexibility to appropriately tailor or decide whether a FIPP is appropriate for a particular
business, activity, or model. Consumers and industry are better served using a FIPPs framework
voluntarily to analyze business and data practices.

VI. Consumer and business education is critical to protecting consumers online

IAB believes that consumer education is vital to demystifying online advertising
practices and informing consumers of the availability of choice and tools to control one’s online
experience. For this reason, IAB launched the first of its kind online Public Services
Announcement (“PSAs”) campaign. In December 2009, IAB commenced its “Privacy Matters”
initiative to deliver information about online advertising. “Privacy Matters” is an educational
campaign designed to educate consumers about how they can manage their online experience
and to help consumers better understand and appreciate how Internet advertising supports the
Internet. As part of this unparalleled effort, IAB, through the participation of its online publisher
members, has delivered close to 600 million online PSAs, providing details about online
advertising and tools that consumers can use to manage their online privacy.

The “Privacy Matters” campaign was designed to capture the attention of consumers and
engage them in an interactive educational experience (see Attachment C — IAB Privacy Matters
Screenshots). Consumers can link from the PSA to the “Privacy Matters” web site to learn more
about the “workings and history of online advertising,” “interest group targeting,” “geo-
tracking,” “demographic targeting,” and “behavioral advertising.”'? These five separate
educational modules provide information about advertising practices and make resources
available to consumers about the availability of choice, online security, and tips on how to safely

surf the web.

Through January 2011, the results of this campaign have been excellent. Nine percent of
all delivered impressions are being “moused-over” by consumers, meaning they are engaging
with the PSA. The average amount of time that consumers spend on the PSA once they roll over
it is 28 seconds, which shows consumers are reading and digesting the message. The time spent
viewing a PSA is equivalent to about twice the exposure time of the most common, 15-second,
TV commercial. Perhaps most encouraging, the click-through-rate (“CTR”) for this campaign is

12 See IAB Privacy Matters’ website, available at www.iab.net/privacymatters.
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out performing the standard CTR range for public service campaigns. In all, the “Privacy
Matters” campaign is effectively reaching consumers. These numbers demonstrate that
consumers are taking the time to read the information and interact with the educational
resources.

IAB is participating in a second campaign jointly with the Coalition and the participating
business community. This second educational campaign provides both consumers and
businesses with information concerning the Principles. This multifaceted campaign includes: the
launch of AboutAds.info, the website for the self-regulatory program for online behavioral
advertising; community outreach by the participating trade associations; a series of educational
webinars to assist businesses with coming into compliance with the Principles; and the delivery
of additional PSAs.

This second campaign educates the online community about the nature and operation of
the self-regulatory program for online behavioral advertising and educates the community on the
purpose and functionality of the selected icon/link used to provide notice of online behavioral
advertising practices. For consumers, the campaign describes the availability of enhanced notice
provided through links in or around the advertisements or on the Web page itself in all instances
when and where online behavioral advertising occurs. Consumers are being made aware of the
types of information collected and used for advertising purposes and will be informed of the
availability of new choice mechanisms and how to exercise such choice. In addition, the trade
associations are working with their members to explain how businesses can go about complying
with the industry principles.

We thank you for the opportunity to submit these comments, and look forward to
working closely with the Department on these important issues. Please do not hesitate to contact
me with questions at 202-253-1466.

Sincerely,

Michael Zaneis
Senior Vice President & General Counsel

cc: Stuart Ingis, Venable LLP
Michael Signorelli, Venable LLP
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CLEAR Ad Notice Technical Specifications

This document has been developed by the Interactive Advertising Bureau (IAB)
and the Network Advertising Initiative (NAI).

About the Self-Regulatory Program for Online Behavioral Advertising Working
Group: The cross-industry Self-Regulatory Program for Online Behavioral Advertising
Working Group consists of leading industry associations to apply consumer-friendly
standards to online behavioral advertising across the Internet.

Related Documents:
Related documents, including the Self~-Regulatory Principles for Online Behavioral
Advertising, July 2009, can be found at www.iab.net/behavioral-advertisingprinciples

IAB Contact Information:

Jeremy Fain

Vice President of Industry Services
212-380-4724

jeremy@iab.net

NAI Contact Information:

Charles Curran

Executive Director and General Counsel
tech@networkadvertising.org
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CLEAR Ad Notice Technical Specifications

Overview

While there are many opportunities and tools for users to learn and control their online
computing experience (browser based tools, 3" party tools, etc.), there is still concern in
the marketplace that consumers are still not informed of their advertising choices. The
online advertising industry has the opportunity to significantly increase the level of
consumer awareness and control with respect to interest-based advertising.

If unified under a single standard, the online advertising ecosystem can convey
“‘metadata” (data about the ad itself) during the ad serving process. That data can be
surfaced to the consumer through multiple mechanisms. Notice elements would provide
a consistent user experience to access privacy notices, education and opt-out links. The
combination of these elements could support a more comprehensive and consistent
disclosure in or around ads.

This document covers a proposed technical standard to empower each member of the
online advertising community to communicate their presence and behavioral advertising
targeting practices (if any) to consumers in a simple and direct manner.

Objectives

These technical specifications were developed to:

o Meet the third-party’ requirements set forth in the Self-Regulatory Principles for
Online Behavioral Advertising released in July 2009 by the cross-industry Self-
Regulatory Program for Online Behavioral Advertising Working Group.

o Be flexible enough to allow for future expansion as the online advertising industry
matures.

o Be open such that publishers, browser developers, tool developers, or any other
party can easily take advantage of the collective knowledge being presented to
the end-user and experiment with new and better ways to communicate this
information.

! Although publishers may also wish to implement these guidelines, there are separate requirements set forth in the Self
Regulatory Principles concerning first-party notice on websites, such as an independent link in the footer of a web page
(e.g. “About Our Ads”). Please refer to the Principles document for specific first-party guidance.

© 2010 -3-



CLEAR Ad Notice Technical Specifications

The Online Advertising Ecosystem

The online advertising environment has evolved over the past 15 years to include five
primary participants: advertiser, publisher, ad network, audience intelligence providers,
and ad exchanges.

Advertisers pay to present their ads to consumers.
Publishers get paid to utilize some of their site “real-estate” to display an ad.
Ad Networks provide the infrastructure to connect advertisers and publishers.

Audience Intelligence Providers provide customized audiences to help
advertisers more accurately convey their message to the intended audience.

Ad Exchanges provide a neutral technology platform to allow ecosystem
participants to interact with one-another to extend their reach and/or inventory for
online advertising.

The CLEAR Ad Notice provides for transparency to each ecosystem participant involved
in an ad serving event.

© 2010
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CLEAR Ad Notice

The CLEAR Ad Notice is divided into three components:

1. Ad Marker: The link either in close proximity to or on the ad itself that allows for
interaction with a consumer to learn more about that ad

2. Metadata: The data about the ad that travels with the ad

3. Ad Interstitial: The visual rendering of the metadata to the consumer

Two visual implementation examples of these three components appear below:
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Learn more about your privacy and the
benefits of online behavioral advertising.

Example 1: Ad Marker opens an overlay Ad Interstitial populated with the Metadata
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Example 2: Ad Marker, using the Metadata, opens a new page (the Ad Interstitial)
with information on the Ad and the Third Party
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The CLEAR Ad Notice is flexible enough to allow these components to be served by
either the Publisher or the Ad Network.

Component Served By Options

Ad Marker Either Publisher or Ad Network Can place adjacent to ad (Ad Slug)
or on top of ad (Overlay)

Ad Ad Network As served today

Metadata Ad Network Can support multiple
versions/metadata types (JS &
Header)

Ad Interstitial Either Publisher or Ad Network Can be served as “overlay” script

or as a separate page

Ad Marker

The Ad Marker is the visual representation of a “link” presented to the user to learn more
about the ad they are currently viewing.

The Ad Marker consists of two elements: an approximately 12x12 pixel icon and text.
Full creative specifications, including size of the icon, font size for the text, text options,
and color options will be published in a separate Creative Specifications document.

The Ad Marker can be placed in one of two locations for a standard graphical ad (listed
in order of preference):

o Upper Right Corner of Ad (overlay)

e Upper Right Corner outside of Ad (may replace current “Advertisement” markers)

Ad Marker Elements

e |con: Please note full creative implementation options will be published in a
separate Creative Specifications document.

o Text: Three choices have been developed and chosen by the Self-Regulatory
Program for Online Behavioral Advertising Working Group: ‘Why did | get
this/these ad(s)?’, ‘Interest Based Ad(s)’, or ‘Ad Choice(s)’. Please note full
creative implementation options will be published in a separate Creative
Specifications document.

© 2010 -6-
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Metadata

Transport Approach

To meet the stated business goals, simplicity is essential. As such, CLEAR Ad Notice
requires that, with each ad serving event, data about the ad travel with the ad itself. The
transport of metadata (data about the ad) can be conveyed across multiple transport
mechanisms to provide for a simple or more advanced interaction with the consumer.

o Javascript (JS) Metadata Variables: Simple JS variable declarations

o Header Metadata Variables: Variables transported within the HTTP header of
the ad

Each of these transport methods achieves a different goal and both should be
supported.

o Visibility: Much like a relay race, the runner on the “last leg” is responsible for
carrying the baton over the finish line. Similarly, JS Variables would require the
“last leg” player to provide the needed variables to convey with the ad so they
can be rendered for the end-user.

o Accessibility: The Header approach provides a more robust communication
vehicle but cannot be interrogated by code from within the web page (JS
Variables can). Although this approach allows for a richer and thorough data
communication, external tools such as browser plug-ins or native browser
features would need to be built to read this information. Headers allow for all data
elements to be conveyed with an ad between each “relay” in the ad serving
event.

Javascript (JS) Metadata Variables

Most graphical ads today allow for basic HTML to be served with the ad to
accommodate instrumentation of the ad and/or to allow for rich media ads. JS Variables
leverage this fact to allow a CLEAR Ad Notice tag to accompany the ad when served
(this works even if served within an iFrame). Once on the page, another JS variable
served either with the ad or made available by the publisher will allow the metadata to be
read and rendered to the user.

The CLEAR Ad Notice tag will carry multiple values in an array (as more than one ad

may be served at one time or on the same page). The variables names are preceded
with “CAN” to offer uniqueness and reduce the possibility of variable collision on a page.

© 2010 -7-



CLEAR Ad Notice Technical Specifications

Name Variable Description

Version CAN-ver() Provides the version of the CAN Standard being used
so publishers and tools can appropriately process the
passed information.

Advertiser Name | CAN-adn() | Provides the legal business name of the advertiser
responsible for developing and placing the
advertisement

Advertiser Link CAN-adl() Suggested this links to the advertiser's home page or
page explaining their advertising practices and
partners

Network Name CAN-ann() | Provides the legal business name of the ad network
responsible for the placement of the advertisement

Network Link * CAN-anl() Suggested this links to the network’s advertising
practices and control (opt-out) page

Matcher Name CAN-man() | Provides the legal business name of the party
providing matching services for the ad

Matcher Opt-Out | CAN-mol() Suggested this links to the matching party’s interest

Link management or opt-out page

Matcher Manage | CAN-mml() | Suggested this be used in situation where a party host

Link separate interest management and opt-out links

Match Flag * CAN-maf() Is behavioral targeting used for this ad — Y/N?

* Minimum Metadata Requirements: The Network Link and Match Flag variables are the only
required elements, however it is recommended that all elements be implemented when possible.

Example: Javascript (JS) Metadata Variables

CAN Tags will most likely be JS wrapped but that has been stripped out in this example
to make it easier to read:

<l--

CAN-ver(1)="0.1"

CAN-adn(1)="Joe’s Shoes”
CAN-adI(1)="http://www.joeshoes.com/info”

CAN-ann(1)="Advertising.Com”

CAN-anl(1)="http://www.advertising.com/privacy”

CAN-maf(1)="Y”
>
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Header Metadata Variables
The short version of the names should be used; the longer versions are provided for

clarity.
Field Name Field Example Description
[Entity].name Advertiser.name (ad.n) Provides the

Adnetwork.name (an.n)

legal business

(short version: [abbr.n]) Exchange.name (ex.n) name of the
Audiencelntelligence.name (ai.n) entity

[Entity] .privacypolicy Advertiser.privacypolicy (ad.pp) Provides the
Adnetwork.privacypolicy (an.pp) link to the

(short version: [abbr.pp]) | Exchange.privacypolicy (ex.pp) entity’s

Audiencelntelligence.privacypolicy (ai.pp)

privacy policy

[Entity].optout Advertiser.optout (ad.oo) Provides the
Adnetwork.optout (an.oo) link to the
(short version: [abbr.oo]) Exchange.optout (ex.00) entity’s
Audiencelntelligence.optout (ai.o0) interest
management
or opt out
page
[Entity].targeting:behavior | Advertiser.targeting:behavioral (ad.bt) Is behavioral
al Adnetwork.targeting:behavioral (an.bt) targeting used
Exchange.targeting:behavioral (ex.bt) for this ad —
(short version: [abbr.bt]) Audiencelntelligence.targeting:behavioral Y/N, can be
(ai.bt) extended to
include
specific
interests in
the future

Example: Header Metadata Variables

Since every ad has its own headers, there is no need to enumerate the ads on the page
or enclose additional information about the ad in the header.

1. Client makes a GET request.

GET /index.html HTTP/1.1
Host: catalog.example.com

Accept: */*

Accept-Language: de, en
User-Agent: WonderBrowser/5.2 (RT-11)
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2. Server returns content and the PolicyRef header pointing to the policy of the
page.

HTTP/1.1 200 OK
Date: Fri, 10 Jul 2009 16:32:38 GMT
Server: Apache
P3P: policyref="http://info.joeshoes.com/w3c/p3p.xml", CP="CAO DSP COR
CUR ADM DEV TAI PSA PSD IVAI IVDi CONi TELo OTPi OUR DELi SAMi
OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA
POL HEA PRE LOC GOV",

ad.n="Joe’s Shoes”,

ad.pp="http://www.joeshoes.com/info”,

HTTP/1.1 200 OK
Date: Fri, 10 Jul 2009 16:32:38 GMT
Server: rmas-server-core-lz4/4.1.3.1
P3P: policyref="http://p3p.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR
CUR ADM DEV TAI PSA PSD IVAI IVDi CONi TELo OTPi OUR DELi SAMi OTRIi
UNRI PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE GOV",
ex.n=“Right Media”,
ex.pp="http://ad.yieldmanager.com/opt-out”,
ex.oo="http://ad.yieldmanager.com/opt-out”

HTTP/1.x 200 OK
Date: Fri, 10 Jul 2009 16:32:38 GMT
Server: Apache/2.2.9 (Unix) mod_ssl/2.2.9 OpenSSL/0.9.7m DAV/2
mod_rsp20/rsp_plugins_v15.08-07-29:mod_rsp2.2.s0.rhe-5-x86_64.v15.2
P3P: policyref="http://www.tacoda.com/w3c/p3p.xml", CP="NON DSP COR
NID CURa ADMo DEVo TAlo PSAo PSDo OUR DELa IND PHY ONL UNI COM
NAV DEM",
an.n="Advertising.com”,
an.pp="http://www.platform-a.com/privacy-
policy/advertisingcom/company-statement”,
an.oo="http://servedby.advertising.com/optout”,
an.bt="Y”
Content-Type: text/html
Content-Length: 3234

© 2010 -10 -



CLEAR Ad Notice Technical Specifications

Assessment of Metadata Transport Approach

Based on our stated objectives, the proposed metadata approach will provide each
member of the online advertising community the ability to communicate their presence
and behavioral advertising targeting practices. The following parameters were
considered when assessing the metadata transport approach:

© 2010

User Experience: No impact. It’s simply invisible text (no speed lag or technology
interference)

Convenience: Super lightweight. Requires no communication or connections be
established between any ecosystem participant (division of responsibilities)

Future Proof: Variables (metadata) can be added in the future and won’t impact
earlier versions

Open: Visible to the top-level domain, the browser, or any tool the user may
download. For example, Internet Explorer could adopt the CLEAR Ad Notice and
allow the user to activate a pop-up of their own (similarly, a 3rd party plug-in
could do the same thing)

Ad Technology Proof: Works for any technology approach we use today (rich
media, simple placement, iFrame, nested iFrame) and provides for an advanced
mode for users to be able to track each step of the ad serving process

Browser Technology Proof: Works for older browser versions, mobile browsers,
and set top boxes

Collision Proof: JS and Header variable names are highly unlikely to map against

already used variables on any publisher web page. JS variable are assembled in
an array to allow for multiple CLEAR Ad Notice tags on a single page.
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Metadata Use Cases

These uses cases are provided to help highlight the business rules for exposing the “last
let” of a transaction for JS Metadata Variable passage. (Header Metadata Variables
should be passed by each participant in the ecosystem as an ad call moves from one to
other—i.e., ad network -> audience intelligence provider -> exchange -> publisher)—so
there is no need to establish business rules.)

Several scenarios are provided to demonstrate where data passage would be expected
to occur:

e Simple: Advertiser -> Ad Network -> Publisher
e Complex: Advertiser -> Ad Network -> 3™ Party Ad Server -> Publisher

o More Complex: Advertiser -> Ad Network -> Exchange (with Audience
Intelligence) -> Ad Network -> Publisher

Simple Use Case

A typical use case is when an advertiser places creative with an Ad Network to be
distributed to a publisher or publishers.

Advertiser Name Ad Network Name
Advertiser Link Ad Network Link
Ad Link BT Flag
EEm—— .
Advertiser Ad Network Publisher

In this example, the Advertiser would most likely provide their details to the Ad Network
prior to delivering the Ad itself for delivery. The Ad Network obviously knows its own
information and would also know if the ad its being BT targeted.

The resulting metadata is:

<l--

CAN-ver(1)="0.1"

CAN-ad(1)="the ad link”

CAN-adn(1)="the advertiser's name”

CAN-adl(1)="link to the advertiser’s site ‘company info’ page”
CAN-ann(1)="the ad network”

CAN-anl(1)="link to the ad network’s ‘what is this’ page”
CAN-man(1)= [empty or repeat of the ad network name]
CAN-mol(1)="link to the ad network’s ‘opt-out’ page”
CAN-mml(1)=[empty in this case]

CAN-maf(1)="Y"

-->
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Complex Use Case

Another typical use case would be to introduce a 3™ Party Ad Server into the mix. In this
case, the 3" Party Ad Server’s technology platform is leveraged for ultimate selection
and placement of the ad on a Publisher’ site. In this case, the 3™ Party Ad Server is
holding the user profile and is named as the Matcher — with a link to their Opt-Out.

Advertiser Name

Advertiser Link
Advertiser Name Ad Link Matcher Name
Advertiser Link Ad Network Name Matcher Opt-Out Link
Ad Link Ad Network Link BT Flag
Advertiser Ad Network 3" Partv Ad Server Publisher

Much like in the first example, the Advertiser would most likely provide their details to the
Ad Network prior to delivering the Ad itself for delivery. In this case, the Ad Network must
transmit the Advertiser’s information and their own to the 3™ Party Ad Server to provide
all of the necessary elements to assemble the metadata to be placed on the Publisher’s
site.

The resulting metadata:

<l--

CAN-ver(1)="0.1"

CAN-ad(1)="the ad link”

CAN-adn(1)="the advertiser's name”

CAN-adI(1)="link to the advertiser’s site ‘company info’ page”
CAN-ann(1)="the ad network”

CAN-anl(1)="link to the ad network’s ‘what is this’ page”
CAN-man(1)= “the 3™ party ad server's name”
CAN-mol(1)="link to the 3™ party ad server’s ‘opt-out’ page”
CAN-mml(1)=[empty in this case]

CAN-maf(1)="Y"

-->
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More Complex Use Case

A highly complex case would be to introduce an Exchange Platform and an Audience
Intelligence provider into the data flow. In this case, the Exchange technology platform is
leveraged to match an ad creative with a Publisher’s site inventory across multiple Ad
Networks or 3™ Party Ad Servers.

Advertiser Name
Advertiser Link

Ad Link
Ad Network Name
Advertiser Name [Bypass — the Ad Ad Network Link
Advertiser Link Network has placed Matcher Name
Advertiser Name Ad Link the Exchange Ad Calll  Matcher Opt-Out Link
Advertiser Link Ad Network Name — no data goes through  Matcher Manage Link
Ad Link Ad Network Link their systems BT Flag
e e e E——
Advertiser Ad Network Exchange Ad Network Publisher

T Matcher Name
Matcher Opt-Out Link
Matcher Manage Link

Audience Intelligence

This example builds upon the last example and adds two new dimensions—an
Exchange Platform and an Audience Intelligence provider. In this case, the Ad Network
providing the inventory has placed the Exchange Platform ad tags on the publisher’s site
(either statically or dynamically) such that the Exchange itself is now responsible for
delivering the resulting Ad and associated metadata. The Exchange will need to require
the Ad Network delivering the Advertisement to provide the Advertiser details (this can
be delivered with the ad creative on the fly or can be preset on the Exchange Platform).
Additionally, the Exchange Platform targets the ad using data from an Audience
Intelligence provider (which has a profile management interface for this example).

The resulting metadata:

<l--

CAN-ver(1)="0.1"

CAN-ad(1)="the ad link”

CAN-adn(1)="the advertiser's name”

CAN-adl(1)="link to the advertiser’s site ‘company info’ page”
CAN-ann(1)="the serving Ad Network’s name”

CAN-anl(1)="link to the serving Ad Network’s ‘what is this’ page”
CAN-man(1)=“the Audience Intelligence provider's name”
CAN-mol(1)="link to the Audience Intelligence ‘opt-out’ page”
CAN-mmI(1)="link to the Audience Intelligence ‘profile mgmt’ page”
CAN-maf(1)="Y"

-->
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Ad Interstitial

The final step in the CLEAR Ad Notice process is rendering the metadata to the
consumer when they click on the Ad Marker. This is accomplished through an Ad
Interstitial. The Ad Interstitial can be served as an overlay or in a separate browser
window.

Goals of the Ad Interstitial

o Consistency
o Reveal metadata in user-friendly way. For example, a privacy “nutritional
label” or a standard landing page layout

e Easy to understand
o Limit # of data fields for ease of use

e User choices available
o Opt-out links and/or
o Profile viewer links (for companies that support such a model)

e Delineates between
o Advertiser
o Ad delivery vehicle
o Targeting data
o Educational links: Associations, government agencies, company-specific

Ad Interstitial As Overlay

The following are examples of an overlay approach as opposed to a new browser
window approach.

Southwest Airlines W
K This ad has been selected based on your browsing
Take me directly to the ad. history as observed by Advertiser B and other 3rd a
parties. About behavioral advertising. wt
DELIVERED BY . S ———— T T =
¥ahoo! How Advertiser B protects your privacy. 2
3rd parti to
CUSTOMIZED BY s =
Yahoo! A any A
This ad was customized for your browser e o atioiit ehayiord st i u
based on past online activity More information about behavioral advertising at this
site, including opt-out options. &/
Opt-out from this ad network.
Hide this notice for 30 d 6l
1
Laarn more about your privacy and the
benetits of online behavioral advertising.
|

A live reference implementation of an Ad Interstitial overlay can be found at:
http://green.yahoo.com/living-green. (Code for this implementation is available upon
request from Yahoo!)
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Ad Overlay Implementation Options
There are two basis models of implementation of the CLEAR Ad Notice: Mediated and
Direct. The CLEAR Ad Notice was designed to work equally well for both.

o Mediated: Publisher creates their own Interstitial and populates with
metadata

o Most likely, this is attractive to large publishers
o Examples of this in the marketplace would be eBay and Bebo
o Most likely, the Ad Marker will be served outside of the ad

e Direct: Ad Network creates Interstitial and includes visualization in the ad
serving event

o Most likely needed for small and medium publishers

o Examples of this in the marketplace would be Google and Fetchback

o The Ad Marker can be served on or in close proximity to the ad
It's important to note that even in Direct models, the Ad Network should still publish the
CLEAR Ad Notice JS Metadata Variable tag and Header Metadata Variables to remain

open and to allow third-parties or browsers to consume and present this information to
the user through their own visualization approaches and tools.
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Ad Interstitial As Landing Page

As described in the Metadata section, the minimum requirement is passing the Network
Link and Match Flag. In this situation, implementation of the interstitial most likely takes
the form of an opening of a new window populated by a “landing page” for the Ad
Network and its online behavioral advertising policies. Examples of what these landing
pages may look like appear below (all examples are for illustrative purposes only and do
not represent actual or recommended language or design)

™) Microsoft'

- Advertising

! Ad Choices: LEARN ABOUT THIS AD

to provide o mure fsevant onlime experionce, a poetion af the ads o user obseres e ane customised besed on past onlire activity, Tnformation about pest
online site visits may be used to helo pradict the interests of peopke using this computer and select the ads users see,

Who served this ad?

This ad was served by Micrgsoft Advertising,
Where can I learn more aboul what information Micoosoll Advelising coliects How can I learn move about online advertising?
el Fa it i el
and how it is us Leam mgre about online advertising and how it affects your privacy
Leam about Microsoft Advertising's privacy practices from the NAL

Rerad abowt our Prvacy Prnoples for Bing Scarch and Ol A Targeting, o about anbre: adverteng from the Inberacte
What cholces do I have about Interest- based advertising from Microsoft? -
how Internet Explorer § can help Maintain your prvacy
Opt-out 4 " 4
of receiving per from Microsoft

NAI
o Vigit the Network Advertising Intsabive site to opt out of other ad
networks,

Hear Microsofl’s views on online privacy, safely and personaliced adwertising

[-Xaka)
Lalojil 2] ¢ o
oo ‘
P
‘ ! @ g AdChoices: Learn More About This Ad
‘ The Wb gites you visit work with onling adverieng companias i provide you with advertaing that is a8 relevant and Laarn mora!
usaful as possibie. Soma of the onling 303 you are served may be based on the content of the 'Web page you're
; » Fird out about haw onilne
visiting; scme others may be based on registration information you provide, and omer ads may be customized based
oo prosdiclions aboul your infiests guased fom your visss 1o o Wob sies The goal of AdChaices & o provide varising
U with mfmiation ahout his onfing advertising works and tha chaltns you Rave
iho placed this ad? = beowser controls
" and plig-in tocds o help set
and mainkain your prvacy
Whara can | [as sala choes
* Pleass read about
Nhat cholces do | have about interest-based advertising from [AdServingCo]
* Information about your visits to his and other sites may ba used over ima 1o halp predict your INMeresis and select
the ads you see. This is alsc cabed online behavioral advertising.
Opt-out froe recehving onling behavioral advertising from [AdServingCo]
Monage  ntarest-hased adverising categonas from [AfSarengln] [Ophonai]
* WIS B ot B0 leam ahout mons cnlne BERavional advariaing and f S&6 your opf-out
choicus from altwr NAT membr companivs &
ovide links and information here
.
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Implementation Timeline

It will take time to introduce the full CLEAR Ad Notice to all participants in the online
advertising ecosystem. To better maintain cohesion and unity, it is recommended this be
accomplished in agreed-upon phases between the advertising ecosystem participants.
Below is a recommended timeline.

Beta/Preliminary Testing Phase:

In order to lay the groundwork for the placement of Ad Markers on ads in subsequent
phases, initial testing of the Ad Marker should be carried out prior to the availability of
metadata. Such testing will provide important feedback both from a consumer and
advertiser perspective, as well as lay the groundwork for the underlying infrastructure for
placement of the Ad Marker.

In the absence of metadata, it is expected that the placement of the Ad Marker would
occur simply as the “last leg” of the ad serving process. The companies that choose to
participate in the test phase would have discretion regarding the frequency of placement
the Ad Marker on standard graphical ads. Disclosure elements would include actionable
links from the Ad Marker, in order to begin consumer testing and education concerning
the availability of an Ad Interstitial experience. It is expected that only standard
graphical ad sizes and positions would be tested, rather than more complex scenarios
such as those involving video, mobile and rich media ads.

Phase 1: Simple Metadata

In this phase, metadata is introduced into the system. Each ad should carry, at a
minimum, the two required JS Metadata Variables. This will allow for dynamic
modification of the Ad Marker (different text) and population of the overlay Ad Interstitial
with the metadata.

While only JS Metadata Variables are expressly supported in this phase, both Header
and JS should be populated.

Phase 2: Advanced Metadata

In this phase, all metadata elements should now be included in both the JS and Header
Metadata Variables. The industry should also be exploring enforcement mechanisms for
non-participating parties in the ecosystem, for security solutions to block bad actors, and
ways to centralize and codify metadata variables to reduce ad metadata sizes. Lastly,
browser plug-ins should be developed to fully expose the rich Header metadata
available to the consumer.

Phase 2 will be coordinated by the Self-Regulatory Program for Online Behavioral

Advertising Working Group and will begin when a critical mass of companies are able to
support the full implementation.
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Welcome | Sign In

Web  Site Advanced Search

\ve{&n Verizon Central | TRy s Google

| Central | Newsroom | Entertainment | Email | Shop | My Account | Support

Communications
Sign In for your personalized page |‘ e ||’ ot ||‘ o = |
Verizon User ID: Mot Registered? Verizon |b Important Announcements |
customers with High Speed
Verizon Password: m Internet or FIOS Service can Stocks: Quick Quote

ister now for access. R
Sponsored by Scotfrade  [Ener Company ar Symoal | [

Forgot user |D or password? Not yet a customer?
Leam More =
Top Movie Videos [=]| | News & Entertainment [=

The Blind Sids NEWS | ENTERTAINMENT | SPORTS | WHAT'S HOT

Talk of the Town: Beyonce

leads Grammy noms
The latest celebrity and
entertalnment headlines including
Beyonce gets 10 Grammy
nominations, Rolling Stones'
Ronnie Wood gets arrested and
US cable giant Comcast buys

NBC Universal
I3 View Video
-P"f-:‘% Entertainment just for kids at Disney Connection
%?m, > Check It out
300K 700K JIGIE e T3 Top VOD Titles Primetime Tonight |
Account Management = | This week's most watched on-demand videos |
INTERNET | TV | PHONE | WIRELESS
> More Videos L . | 1 Mo name [
Sign in for personalized access to: . e ‘
tm
" Today's Trivia * oW g gy your bt |3 L |
* Change Payment plan ges ik
2, * Add sub-accounts > View Popular VODs
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Wall Street Journal

300x250

Front Page BUISTERUTST

Economy and Poltics - “ideo - Industries -

Commentary Markets

Wi Datebook -

vgital.  FINS  SmartMoney

Investing Personal Finance Community

Iy Portfolio - harket Pulse - Dubai

Morer

Become a MarketWatch member today

= Stay at home vs. day care

Sign in

TARP payback lifts futures

=

The MarketWatch CEO of the Year

Born and bread

The Smucker brothers were born with a silver
spoon — and a limitless supply of PB&EJ — hut
these bovs have never rested on their laurels. Far
turning the acquisition of Folgers into a success,
delivering sweet gains to shareholders and
stressing ethics in the work place, Richard (left)
and Tirm Smucker win the 2009 Marketatch CEO
ofthe vear award. See the full special report

= Avon's Andrea Jung: Makeup game
= Fiat

LS. stock futures gain on Bank of America plan.
Johless claims dip. Bernanke testimany to come.
= Initial jobless claims fall 5,000 to 457,000

= Productivity revised down, still best in 6 vears
= Gold keeps climbing | Dollar rises against yen

FIHAHCIALS

B. of A. to repay TARP

Bank says itwill repay $44 billion it got fram the
government after selling new common securities.
= Goldman talking to investors about pay

= LLK."'s Dubai bill seen at $5 billion

= Citi bonds hurt Abu Dhabi | Citic stake upped

CENTRAL BAHKS
Sanders blocks Bernanke

Independent senatar from Yermont calls Fed chief
an "architect of the Bush econormy”

= ECB stands pat, eyes on Trichet

= Bernanke to testify on Capitol Hill =a=

= Fed's Bullard: Qil, gold spike not inflationary

RETAIL
November disappoints

Despite pre—Black Friday promoas and felicitous

«Markets »

s,

Dow 10,489
Nasdang 2,201
S&P 500 1,115
GlobalDow 1,999
Gold 1,216

Qil 76.30

EUROFE  ASls  CURRENCYIRATES

+36 +0.35%
+16 +0.72%
+6 +0.54%
+15 +0.76%
+3 +0.23%
-0.30 -0.39%

i Markets

Quotes | My Portfolio | My Alerts !

Community
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Howlo & Style E]e\lu-x:ci fns n',usic festival smoking gun tara reid
MOsE india vs srilanka 3rd test babybyme joaquin

News & Politics
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Pets & Animals
Sclence & Technology
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24,305 views 24,04 23,174
009 kamelyash
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more ¥

Create Account of Sign In

Subscriptions History Upload

Subscribe

When Today ¥
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35,769 views
uominiedanne2009

Elle makes up a
jingle.. sorta

29,525 views

1 \
B " |
Protest anti-PSD la
Timisoara de...
34,030 views
sistembernt
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0112109 parte 8

29 467 views
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Microsoft

£7 Windows Live™

Hotmail

Junk
Drafts
Sent
Deleted

Manage folders

Add an e-mail
account

Related places
Today
Contact list

Calendar

-

Colorize /(
your ir-':)c»c.&b

New

@ @ O O

E N O O & O & @ &

]

Delete Junk | Markas+ Movetor

Sort by v
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.

m

Pagel234..40 4 ¢

160x600

People Mail Photos Morev

Search the web

=

ign out

i Available v Options » @~

| Search your e-mail

No message is selected

Click any message to view it in the reading pane. Attachments, pictures, and links from unknown senders are

blocked to help protect your privacy and safety.

To show messages automatically when you select a folder, change your reading pane settings
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ABC ROS 728x90

O I
PSSR 550 comEN Elge!

shows schedule watch episodes Search

weekdays Zetfpt/c on ABC | weeknights at Spm on SOAPnet

FLORENCIA LOZANO

Came to town:
Marital Status:
Qccupati

a new telev

GENERAL
HOSPITAL

special g
tuesday december 8th 8:30/7:30c nbc

ABC ROS 300x250

s ® a‘g " visit site
% ) ﬂhm _‘k a new television special
r —_ \ . ‘ . tuesday december. 8th 8:30/7:30c

Search Q

Join | Signin L L]

shows schedule watch episodes

SORRY THIS AD WAS MEANT FOR
SOMEONE ELSE
Irrelevant advertising is just silly, really.
That's why advertisers use targeting
technologies to try to show grgq ads
that you'll be interested in. But if you're
concerned about data privacy, we'd
like it if you'd click and come joinus
over on our site. We've got materials
that explain data privacy issues and a
[.l:_\ace for you to express your thoughts.
hank you! .

Scary Monsters and Super Creeps

All FlashForward Photos

FIND THE ON-SCREEN KEYWORDS AND
RECEIVE BONUS CONTENT

Example for Visualization Purposes
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ABC ROS 160x600

SKIP THE ITALIAN
RESTAURANT TONIG

Sound 0ff

{ ' Keeping a Secret?

Meredit nking & secrel | she right,

ke

What do you think?

MESSAGE BOARD POST A NEW TOPIC

TOPICS POSTED BY LAST POST

ABC News ROS 728x90

HEY! THIS BANNER AD CAN TELL WHERE YOU LIVE!  MIND IFWE COME OVER AND SELL YOU SOME STUFF?

We're kidding, actually, no banner ad can tell where you live. But ad servers use cookies to tell what general region you live in

o

and target their ads atcordingly. [Fthe privacy issues around your personal data interest you, won't you click to join us over
on our site to find out more and join our coriversation? We'd love'to rave you participat. Thank you! iab

. Vitlen « Blogs - Mobile « Newsletters - ABC - ESPN
Hot Topies:
Tiger Wands - Jesper Parmevik - Grammy Nods

Search

Entertainment

More Entertainment: Michael Jackson | Jon & Kate | Patrick Swayze | Celebrity Photos | Farrah Fawcett | Stars Behind Bars = Movies | Quick Fix

Watch Live President Obama, Vice President Biden Open Jobs Summit

Watch § WATCH: Hucksbes | TR ATCH: White WATCH: Marrisd! VHATCH: MEcliow
Vid - on Clemmors: | Fesl Houss Tackles Gate Groom Uptiates Surprised Kitty
ideo &) At Crashers and Jobe Facsbaok st the
i amm Alar
4 ssusp
Horme - Entertainment ; |
Watch Video L o |

Oliver Stone: Greed Is Legal in "Wall Street 2'

Oliver Stone: This time, greed is legal on YWall Street with banks, hedge funds key in new film

By BRETT ZONGKER Associated Press Writer The Associated Press
WASHINGTORN Decernber 3, 2009 (AP) Paosta Comment WATCH: The WATCH: Kimmel:  waTCH: Perez: |
Return of Male The Tiger Soap Didn't Out
Share this story with riends BEEmal  ElRss Bt FontSize & A alaavagel. Opera Continues  Maredith Baidar
Digg submit B Facehook Tuitter o3 Reddit G SturnbleUpon |52 More f1a08

Hollywood filmmaker Oliver Stone 1s again taking on the financial warld in a sequel to 19687's A better bank.
successiul "wall Street,” but this time he said greed is not only good — it's legal. A better rate

Stone Just finished filming "wall Street 2' and dropped a few hints No minimums. 24/7 live Customer Care.

while talking to a class at American University late Wednesday that

focuses on his work. 12-MONTH CD

The movie again stars Michael Douglas as corpaorate raider Gordon 1 900/
Gekko, a character who preached "greed is good” and eamed 0 v = 0
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IG AMERICA BOOKS
e

* Titles « Authors -« Reviews + and more!
[ Go Now ]

@NEWS Tectnns

Hot Topics:
NEWS Heatn
e o e

Watch v v
Home Video News Politics Biotter JiTE TN Entertainment Money Tech Travel World News  Nightline This Week 20220 Good Morning America Video @ m Brsrmed i

¢ mjuned Giving Birth, Skater Blogs Way to Olanpics - OnCall+ Mind & Mood Center | OnCall+ Men's Health Center | OnCall+ Heart Health Certer
Watch Video sen

Sewrh
Wideo « Blogs « Mobile « Newrsletters - ABC « ESPNY

spes Pamenk - G

President Obama, Vice President Biden Open Jobs Summit .
Comcast Aims to Reshape Entertainment With

VUATCH Huckspse WATCH. White WWATCH: Marriedi WATCH, Mechiont

| on Clemmons: 'l Fesl House Tackles Gate Groom Updates: Surprised Kitty NBC
et eesb el "\ Facebookaihe : i . " . e "
Attar
— By DEBORAN YAO AP Basines Wilo! The Associated Press
Hi Health
= Watch Video sena 1] ? e T —
13 New Stem Cell Lines Released for Research o - T

NIH Cpens Federal Funding for 13 Embryonic Stem Cell Lines, 86 More Will Likely Follow
By LAUREN COX
ABC News Medical Unit Jcommenls  WATCH: Woman  WATCH |s There @ wwATCH Pet
Dec. 2, 2009 Loses 100 Race Gap in Health Insurance an array of cabie
Poundsin10  Medicine? nannels and a major movie stuso
Shar this story wth thends B Emal BSS Gt FonSze 4 A Motios:
o i e el could mesn that movies
Digg subil Twitter &3 Reddit @ stumbieUpon 5] More

The National Institutes of Health announced itwill make 13 new embryonic stem cell ines will be
available for federally funded research, and will consider adding 20 more new embryonic stem
cell lines to a national registry on Friday
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cancem: ast woukd wieid too

Mch pOwer Over entertainment

indeed, f e oeal dears regulatory angd
wval Bt heft of The Wit Disney Co — which Comeast CEO Brian

Far E\ghlyEEfE, scientists using federal
grants had to vie for access to Just 21
approved lines, or colanies of stem cells
derived from a human embryn The Bush
aoministration imposed a moratorium on
federally-funded research on new
embryonic stem cell lines created after
August 9, 2001,
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“ Jm Progren;;'shlda y
Days OG "‘ ] 3 AT Entertcinmers,inc Al AGHE RSSR
Christimas o VL e D family

< Walch becember -25
Features: Bank of Mom and Dad | Personality Quizzes | General Hospital Full Episodes LOGIN | REGISTER

shows news video photos games schedule boards soapnetic road to stardom

Home » Photo Index Page

Featured Galleries

Top 10 Celebrity Guests o...

112 (3

Credit Check with Sarah Russo!

Credit Check with Sarah Russo!
Get an Update on Sarah Russo's new spending habits!
WATCH YIDED »

Mitch Laurence 101 ¥iki vs. Dorian 101 Kendall Hart 101

Evil will fall! e
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Chow Leaderboard

WIS MEANT

GOMEONE F1GE /|

Holiday Party Time

HOME CHowHoUND [[ISSigeg] RESTAURANTS & BARS | STORIES VIDEC BLOG MYCHOW HOLIDAYS

RECIPES : PASTA/NOODLES

View these recipes as a

PHOTO GALLERY | GO »

aller onl

Pancetta and Pea Fusilli
By wiovvettiutter | MEMBER RECIFE

Maryland Style Mac 'n’ Cheese
Third-place winner in SF Food Wars' 2009 Mac Bsttle Royale with Cheese.

Baked Macareni and Cheese
By semley | MEMBER RECIFE

Vadouvan Mac 'n’ Cheese
A& crowed favorite st 5F Food Wars' 2009 Mac Battle Royale with Cheese

Lasagna with Eggplant and Chard
By ryandwayne | MEMBER RECIFE

Baking Frenzy

Charitable, D

FOR

LOGIN | SIGN UR

On The Insider: Dakota Fanning Talks 'Mew Moon'

1

g

S ﬂﬁ for the

IN THE CHOWHOUHD BOARDS : HOME COOKING

Yukon Gold potatoes - can I bake/roast,FF

them?
Diane in Bexley in Homa Cacking

IS0 easy delicious pasta recipe

shaebones in Home Cocking

Is a Safeway ham acceptable or should T
splash out on Smithfield or Edwards ete?

twodales in Home Cooking

Latkes on the griddle...?

ONE D
RECIPE
A DAY

Recipe of the Day
newsletter

MP3.com 300x250

L] mp3.(0l'l'l

Search king to buy

Home FreeMusic  News & Features Videos Photos MP3Players Charts Podcasts = Forums

rock +pop  hip-hop  alt + indie  hard rock + metal r8b+soul electro + dance country  international jazz  artist signup

R. Kelly

Listen to his
new album
Untitled on

our sister site

Korn
o "Kaorm -
Spoon and William
Eggleston
Check out the cover for

Last.fim's Best of 2009
The year's top artists
hased on Scrobbles

Speakeasy
The hip3 com music blog
for news, songs, and

Paul McCartney
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Gamefaqgs Skyscraper

Login Required

You must be logged in to track games and add them to your collection. If you don't have an account, you can register one for free.

User Statistics for All Games

Own kit How Playing Played It Track It
A7ES03 Plan to Get 264341 Moy Playing Q6013 Wart to Play 755593 Basic
80570 Have Access 176643 Played it F030 Mewe FAGE
1285898 Crvn ft 210715 Played a Lat 11043 Meww Chests
276316 Besten i 5958 Updated FAGS

22001 2 Totally Beaten 74255 FAGs or Cheats

User Ratings for All Games

1 2 3 4 ] B 7 g 9 10

087% 0.42% 071% 148% 2% BA4% 14 .46% 2rA9% 2rE% 15.42%

Sponsored Links

Gamecube Game
Skip the Lines, Shop Online Instead Save on Gamecube Game.
hing.com

"CSl: Deadly Intent" Game
Explare Crime Scenes, Examine Dead Bodies & Find The Truth! Buy Bow:

v ad Feadback

||
0000
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